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Abstract

Online steering and visualization of scientific applications is a well-
established method for accelerating research and saving resources.
However, for Grid environments no appropriate, secure online steering
tools exist. As a part of the HEPCG (High Energy Physics Community
Grid) project we are developing the online steering system RMOST for
Grid applications, which is specifically targeted towards HEP applica-
tions used for the ATLAS experiment at the LHC. RMOST is fully
integrated into the ATLAS software, i.e., the Athena framework and
the ROOT toolkit used for visualization; users just have to extend the
job description files. The steering system is based on a layered archi-
tecture with well defined, application independent interfaces. In this
paper, we will focus on the communication layer, which implements so-
lutions for the two most important requirements in a Grid environment:
(1) a user-friendly way of finding the running job, and (2) a mechanism
to enable a secure communication, even across firewalls or private IP
networks.

1 Introduction

Although Grid computing offers access to a huge collection of data and com-
puting resources, efficient science is still hindered by the delays between sub-
mitting a Grid job and receiving its first feedback: Today, after submitting a
long-running Grid job, a researcher has to wait until the job has finished before
he can retrieve any output. Only then, he or she can evaluate the results and see
if the results are useful. Some job parameters could have been set incorrectly or
still need to be optimized to get significant results. In these cases the job must
be re-submitted, again with a possibly long waiting time.

Online steering, i.e., the monitoring of intermediate results combined with an
interactive control over the running job, has proved to be an effective method to
circumvent these problems, thus accelerating computational scientific research.
This is even more true in a Grid environment, given its long submission delays
and the insufficient accessibility of running jobs. If there would be any possibil-
ity to steer running Grid jobs, the execution time could be reduced significantly.
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Thus, as part of the HEP Community Project of the German eScience initiative,
the online steering tool RMOST (Result Monitoring and Online Steering Tool)
is being developed, which is specially targeted towards the needs of High Energy
Physics (HEP) applications. In particular, the software used for ATLAS is sup-
ported, one of several experiments at by the new particle accelerator LHC (Lage
Hadron Collider) at the European particle physics laboratory CERN, which will
start operating in 2007. Like all the other experiments, this experiment produces
huge amounts of data that have to be evaluated. Since it is infeasible to do all
the processing on a central computing resource, scientists will have to use the
LHC computing Grid (LCG). RMOST will provide online access to their jobs.

When designing such a tool, two major challenges have to be addressed:
First, the integration of the steering functionality into the existing, software
frameworks should not require any source code changes. Thus, the basic func-
tionalities of RMOST, like steering the job execution and monitoring the most
common intermediate results, can be applied to a Grid job by just adapting the
job description. Only advanced functionality, like steering arbitrary user defined
data, requires the user to modify his source code. Second, a secure communi-
cation link to the Grid job has to be established. E.g., there may be a firewall
blocking any direct connection to the job’s worker node, or the worker node may
be part of a private network, not connected to the Internet. The communication
layer of RMOST has been designed to deal with all these cases.

The remainder of the paper is organized as follows: First, we survey the re-
lated work in Section 2. In the main part, Section 3, we present the architecture
of our steering framework, focusing on two issues: the integration into the exist-
ing software framework of the ATLAS experiment, and the establishment of a
secure communication link between the steering tool and the Grid job. Finally,
in Section 4 we present the status of the project and future work.

2 Related work

There are three different kinds of tools, which are related to the work pre-
sented here. First, there are steering tools for the Grid: at the moment, besides
HEP-CG, just the RealityGrid project is working in this area. However, a couple
of other Grid projects (CrossGrid, I-GASP) are dealing with interactive access
to Grid jobs, but with different goals. Finally, there are online steering tools for
non-Grid environments like CUMULVS and SCIRun.

In the RealityGrid project [1, 2], a steering library for Grid applications
was developed. To use this steering library, the source code of the application
has to be instrumented with calls to the steering API. Basically the steering
library notifies the application upon every steering event and the application
has to react on that notification. The communication either uses TCP sockets,
pipes, or SOAP over HTTP, without additional security mechanisms.

As part of the CrossGrid project [3] the Migrating Desktop and Roaming
Access Server (MD/RAS) was developed. It enables the user to work interac-
tively with a Grid job, but it is not a steering tool, since it just provides a



communication link across the Grid. To establish the connection, a shadow pro-
cess for the job is started during job submission. The job connects to this job
shadow and the user can connect to the shadow as well. This always requires
outbound connectivity of the worker nodes, and an open port range on the host
where the job shadow is running. The CrossGrid project also developed another
tool called glogin [4, 5], which allows an interactive login to Grid sites (i.e., the
compute element) and also supports the forwarding of TCP connections.

The Interactive Grid architecture for Application Service Provider (I-GASP)
[6] developed by HP, provides display forwarding for interactive applications.
The architecture is designed for company Grids. To establish a communica-
tion channel, both peers connect to a well known communication server, which
forwards all traffic.

CUMULVS [7, 8] is a software system for collaborative online steering of
parallel simulations in distributed environments. The source code of the appli-
cation needs to be instrumented with CUMULVS library calls. At a location
in the application, where the data is consistent, a special call to a CUMULVS
function is required in order to respond to steering commands.

SCIRun [9, 10] is a problem solving environment where the user composes
his job from different components in a graphical way. In the SCIRun GUI, the
user can steer and monitor the execution of the different components. The use
of SCIRun means, however, that the whole application must be developed for
the SCIRun environment. The adaption of existing software to SCIRun requires
some effort.

Compared to the above tools the distinguishing feature of RMOST is its
simultaneous support for application steering, the Grid, and enhanced security.

3 Architecture of RMOST

The steering system is based on a layered architecture with well defined, ap-
plication independent interfaces between each layer, consisting of a communica-
tion layer, a data consistency layer, a data preparation layer and the application
layer (c.f. Fig. 1). The communication layer establishes a secure, interactive
connection between the visualization tool and the remote Grid job. This layer
will be presented in more detail in Sect. 3.2. The data consistency layer handles
the higher-level data exchange between the job and the visualization tool. The
data preparation layer is provided to support automated pre-evaluation of the
job’s data, either in the steering tool or in the job itself. It is also planned
to include automated checking of intermediate results and error reporting. Fi-
nally, the application layer provides all application specific functionality, esp.
data acquisition and visualization.

3.1 Application Layer: Integration into ATLAS Software

A major goal of the application layer is to facilitate integration of the online
steering tool into the existing ATLAS software framework, consisting of the
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Fig. 1: Layered overall architecture of RMOST

experiment software framework Athena [11] and the ROOT toolkit [12] used for
visualizeation.

In the ATLAS experiment, compute jobs typically evaluate large numbers of
detector events, which are independent of each other. For each event a processing
chain is executed, consisting of several different algorithms called in sequence,
each one possibly working on the output of previous ones. The Athena frame-
work [11] supports this kind of evaluation by providing a collection of suitable
algorithms (e.g., for detector modeling) together with proper data objects and
a set of services for common tasks, like storing results, loading data or printing
messages. The user composes his jobs from the provided components (algorithms
and services) in a job description file (called job options) without programming
any source code in addition. Algorithms and services also can have adaptable
properties, which are configured in the job options file, too. The Athena job
then executes the specified list of algorithms for each event in a loop, c.f. Fig. 2.

In addition, it is possible to create own components and use them in the
Athena framework. For this purpose, the user creates a shared library, which
then can be used in the job options file. This mechanism allows to smoothly
integrate online steering into the Athena framework. The basic functionality is
provided by an additional algorithm called RM_Spy, which allows

e to monitor most of the intermediate results, stored in ROOT files,

e to steer the job execution, e.g., to terminate, suspend and resume a job,
to switch to single step (event-by-event) execution, or to restart the job
without resubmission, and

e to change the job options file and to apply the changes after a restart
without resubmission of the job.

To enable this functionality, the user just needs to change the job options file in
order to insert the RM_Spy algorithm; no changes of the source code are necessary.

More advanced functionality is available via a new service, called RM_SteeringSvc,
which allows monitoring and steering of arbitrary user-defined data. However,
to use this service, source code instrumentation is required in order to register
the data with the RM_SteeringSvc service.

The results of Athena jobs are usually visualized interactively, using the
ROOT toolkit [12]. ROOT contains a command line interpreter for C++ state-
ments and a class library with visualization components. It provides an interface
to dynamically load new classes from the command line, using shared libraries.
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Fig. 2: Simplified structure of a job in the Athena framework

event loop

In order to integrate RMOST with ROOT, a class library is provided which
makes the job’s intermediate results available within ROOT and also provides a
simple GUI for the steering commands.

3.2 Connection Layer: Establishing a Grid Connection

The core of every Grid steering tool is a communication structure to exchange
data between the local tool and the remote Grid job. The gLite middleware!
used by the LHC computing Grid does not provide a suitable mechanism to
establish an interactive connection to a Grid job. Thus, a connection layer was
developed, which is presented in the following paragraphs.

Requirements to the connection layer. The connection layer has to ad-
dress two substantial challenges: The first one is being able to create a connection
at all, the second one is to make this connection secure.

Creating a connection is first hampered by the fact that, in general, the user
does not know on which particular host (worker node, WN) his job is running.
The only reference to the job the user has, is the job identifier obtained during
job submission. Therefore, the connection layer connects to a job via this job
identifier and hides the complexity of the real network addresses and how to find
them from the user. The steering tool should connect to the job, rather than
vice versa, since the user should be able to run his job without the steering tool
and connect only later, if he suspects a problem. This is a major difference to
other approaches implementing interactivity for Grid jobs.

Even if the address of the WN and a proper port are known, it may not be
possible to directly connect to it. E.g., there might be a firewall, which blocks
incoming connections. Or, the WNs may be part of a cluster using a private IP

1 see http://www.glite.org
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Fig. 3: The process of connecting to a grid job on a WN in a private IP network

network, which is accessible only via its front end (computing element, CE). The
connection layer deals with these situations in a user-friendly and transparent
way. Since the Grid is a heterogenous and dynamic environment, where each
site might have a different configuration, the connection strategy is not known
at job submission time, but it is automatically determined at run time.

One of the most critical issues to both users and administrators is the security
of the connection. The user does not want that anybody else can steer his job.
The administrator is concerned about the resources, he is responsible for. He
does not want that unauthorized persons can get access to his resources, or that
people having a valid Grid account can gain additional permissions that may
harm the resources. Thus, the connection layer implements authentication and
authorization. In addition, if the communiction needs to bypass a firewall, it
does so without breaking the site’s security policies.

The connection process. When designing the connection layer, several sce-
narios that can occur have been defined and analyzed. They differ in the con-
figuration of firewalls, the existence of private IP networks, and the location of
the connection service, which is an additional component of RMOST aiding the
establishment of the connection. In the following, just one of these scenarios
will be discussed as an example. In this scenario, the WN is located in a private
IP network, which is not directly accessible from the Internet (see Fig. 3). In
this case it is required that the connection service (CS) is running on the CE.
(It may be started by the user as a new Grid job, just after he submitted his
regular job.) Once the job has been submitted (1), it first registers its contact
information (address/port of CS and job) to a naming service (NS)(2). Cur-
rently the R-GMA monitoring infrastructure [13] is used for this purpose, which
includes its own mechanisms for forwarding the information. Now, when the
user starts the steering tool on the user interface machine (UI), it requests the
job’s contact information from the NS (3). Next, it connects to the CS (4) and
the CS in turn connects to the job on the WN (5). Both connections are secured
via the Generic Security Service (GSS) API from Globus [14]. In addition, an
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Fig. 4: Architecture of the connection layer

end-to-end authentication is performed, so the user doesn’t have to trust the
CS.

The architecture. The communication layer is again divided into several sub-
layers (see Fig. 4). The bottom layer implements an asynchronous TCP con-
nection. From the second layer on, message-based communication is used. The
third layer is a security layer, which secures the connections between the steer-
ing tool and the CS, as well as between the CS and the job. Its major goal
is to ensure that the CS can not be misused. Due to this layer only persons
with a valid grid account at the site are allowed to connect to the CS, all others
are rejected. Furthermore, it only allows to contact ports at the site which are
secured by the GSS-API as well. The fourth layer is the grid connection layer,
which deals with finding the Grid job and the different site configurations and
scenarios. The top layer again is a security layer, which performs the end-to-end
user authentication.

4 Conclusion and outlook

The online steering tool RMOST for the High Energy Physics experiment
ATLAS has been developed, which is integrated into the existing ATLAS soft-
ware and can be applied easily. A communication layer for Grid environments
has been developed, which allows secure, interactive connections to running Grid
jobs. The implementation of the first prototype of RMOST, which uses this com-
munication layer, has recently been finished. It has been released, including full
documentation, in November 2006.2

In the future RMOST will be extended with features for automated error
detection and reporting, as well as monitoring and steering of parallel Grid jobs.

2 see http://www.hep.physik.uni-siegen.de/grid/rmost/index.html



Another interesting possibility is the use of the communication infrastructure
presented here for connections between Grid jobs at different sites.
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